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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS.
2
References

 [1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
3
Rationale

Based on the requirement in clause 13.4.1.1 of TS 33.501, this contribution proposes to add a security assurance requirements and the corresponding test cases to TS 33.512 to assure correct handling in case of the initial NAS protection, mobility, and 5G-GUTI allocation.

4
Detailed proposal

*************** Start of 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”

[2]
3GPP TS 33.501 “Security architecture and procedures for 5G system”

[3]
3GPP TS 33.117 “Catalogue of general security assurance requirements”
[XX]
3GPP TS 33.116 “Security Assurance Specification (SCAS) for the MME network”
*************** End of 1st Change ***************

*************** Start of 2nd Change ****************

4.2.2.1.X 
Protection of initial NAS signalling messages
4.2.2.1.X.1
Protection of initial NAS signalling messages with NAS security context
Requirement Name: Protection of initial NAS signalling messages with NAS security context
Requirement Reference: TBA

Requirement Description: "When the UE has a security context, the UE shall send a message that has the complete initial NAS message ciphered in a NAS Container along with the cleartext IEs with whole message integrity.

…

 Step 2: If the AMF is not able to find the security context locally or from last visited AMF, or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the initial NAS message was protected but did not pass the integrity check (due either to a MAC failure or the AMF not being able to find the used security context) or the AMF could not decrypt the complete initial NAS message in the NAS container, then the AMF shall include in the Security Mode Command message a flag requesting the UE to send the complete initial NAS message in the NAS Security Mode Complete message. "
as specified in TS 33.501, clause 6.4.6.
Security Objective Reference: TBA

Test case: 

Test Name: TC_PROTECTION_INI_NAS_ WITH_CONTEXT_AMF
Purpose: 

Verify that the initial NAS signalling messages are integrity protected by AMF over N1 reference points between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product shall be connected in emulated/real network environment.

-
Tester shall have knowledge of the NAS integrity algorithm and the NAS integrity protection keys.

-
Tester shall have access to the NAS signalling packets sent over N1 interface.
-
NAS security context exists.

-
The tester shall have access to the N1 interface between the 
UE and AMF.
Execution Steps: 

The AMF finds the security context locally or from last visited AMF, and the integrity check successes. 
Expected Results:

The AMF sends its response to the Initial NAS message. This message is ciphered and integrity protected.

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
4.2.2.1.X.2
Protection of initial NAS signalling messages without NAS security context
Requirement Name: Protection of initial NAS signalling messages without NAS security context
Requirement Reference: TBA

Requirement Description: "When the UE has a security context, the UE shall send a message that has the complete initial NAS message ciphered in a NAS Container along with the cleartext IEs with whole message integrity.

…

 Step 2: If the AMF is not able to find the security context locally or from last visited AMF, or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the initial NAS message was protected but did not pass the integrity check (due either to a MAC failure or the AMF not being able to find the used security context) or the AMF could not decrypt the complete initial NAS message in the NAS container, then the AMF shall include in the Security Mode Command message a flag requesting the UE to send the complete initial NAS message in the NAS Security Mode Complete message. "
as specified in TS 33.501, clause 6.4.6.
Security Objective Reference: TBA

Test case: 

Test Name: TC_PROTECTION_INI_NAS_ WITHOUT_CONTEXT_AMF
Purpose: 

Verify that the initial NAS signalling messages are integrity protected by AMF over N1 reference points between UE and AMF.

Procedure and execution steps:

Pre-Condition: 

-
AMF network product shall be connected in emulated/real network environment.

-
Tester shall have knowledge of the NAS integrity algorithm and the NAS integrity protection keys.

-
Tester shall have access to the NAS signalling packets sent over N1 interface.
-
NAS security context does not exist.

Execution Steps: 

A.
Test Case 1
1) The AMF is not able to find the security context locally or from last visited AMF. 
B. Test Case 2
1)
The AMF is able to find the security context locally or from last visited AMF, and the integrity check fails. 

Expected Results:

For test case 1 and 2, the AMF initiates an authentication procedure with the UE by sending the Nausf_UEAuthentication_Authenticate Request to AUSF.

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
4.2.2.Y 
Security in intra-RAT mobility

4.2.2.Y.1
Bidding down prevention in Xn-handover

Requirement Name: Bidding down prevention in Xn-handovers

Requirement Reference: TBA 

Requirement Description: "In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm." 
as specified in TS 33.501, clause 6.7.3.1.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_BIDDING_DOWN_XN_AMF
Purpose:

Verify that bidding down is prevented in Xn handovers.

Pre-Conditions:

Test environment with (target) gNB. gNB may be simulated. 
The AMF is configured to log the event of a UE's 5G security capabilities mismatch and take additional measures, such as raising an alarm.
Execution Steps

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.2.4.1 of TS 33.116[2].

Expected Results:

The AMF logs the event and take additional measures, such as raising an alarm.

Expected format of evidence
AMF event log.
4.2.2.Y.2 
NAS integrity protection algorithm selection in AMF change

Requirement Name: NAS integrity protection algorithm selection in AMF change

Requirement Reference: TBA 

Requirement Description: " If the change of the AMF at N2-Handover or mobility registration update results in the change of algorithm to be used for establishing NAS security, the target AMF shall indicate the selected algorithm to the UE as defined in Clause 6.9.2.3.3 for N2-Handover (i.e., using NAS Container) and Clause 6.9.3 for mobility registration update (i.e., using NAS SMC). The AMF shall select the NAS algorithm which has the highest priority according to the ordered lists (see sub-clause 6.7.1.1 of the present document)." 
as specified in TS 33.501, clause 6.7.1.2.

Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_NAS_INT_AMF_CHANGE _AMF
Purpose:

Verify that NAS integrity protection algorithm is selected correctly. 

Pre-Conditions:

Test environment with source and target AMF. Source AMF may be simulated. 

Execution Steps

The requirement mentioned in this clause is tested in accordance to the procedure mentioned in clause 4.2.2.4.2 of TS 33.116[2].

Expected Results:

The target AMF initiates a NAS security mode command procedure and include the chosen algorithms and the UE security capabilities. 

4.2.2.Z 
5G-GUTI allocation
4.2.2.Z.1
5G-GUTI allocation
Requirement Name: 5G-GUTI allocation
Requirement Reference: TBA 

Requirement Description: "A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [19].

Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE in Registration Accept message.

Upon receiving Registration Request message of type "periodic registration update" from a UE, the AMF should send a new 5G-GUTI to the UE in Registration Accept message.

Upon receiving network triggered Service Request message from the UE (i.e., Service Request message sent by the UE in response to a Paging message), the AMF shall use a UE Configuration Update procedure to send a new 5G-GUTI to the UE. This UE Configuration Update procedure shall be used before the current NAS signalling connection is released, i.e., it need not be a part of the Service Request procedure because doing so delays the Service Request procedure." 
as specified in TS 33.501, clause 6.12.3.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_5G_GUTI_ALLOCATION _AMF
Purpose:

Verify that a new 5G-GUTI is allocated in these scenarios.
Pre-Conditions:

Test environment with AMF and UE. UE may be simulated. 
Tester shall have access to the NAS signalling packets sent over N1 interface.
Execution Steps
A.  Test case 1: 

Upon receiving Registration Request message of type "initial registration" from a UE, the AMF shall send a new 5G-GUTI to the UE in Registration Accept message.
B.  Test case 2:

Upon receiving Registration Request message of type "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE in Registration Accept message.
C. Test case 3:
Upon receiving network triggered Service Request message from the UE (i.e., Service Request message sent by the UE in response to a Paging message), the AMF shall use a UE Configuration Update procedure to send a new 5G-GUTI to the UE.
Expected Results:

For test case 1, AMF sends a new 5G-GUTI in the Registration Accept message.

For test case 2, AMF sends a new 5G-GUTI in the Registration Accept message.

For test case 3, AMF uses a UE Configuration Update procedure to send a new 5G-GUTI to the UE.

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*************** End of 2nd Change ****************
�Shall align with the final version of S3-19XXXX





